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SECTION A – (10 X 1= 10)
ANSWER ANY TEN QUESTIONS
1. Find the GCD (1547,560)      

Divide 1547 by 560 and get the remainder
1547:560=2 ( remainder is 427 ) Divide 560 by 427 and get the remainder
560:427=1 ( remainder is 133 ) Divide 427 by 133 and get the remainder
427:133=3 ( remainder is 28 ) Divide 133 by 28 and get the remainder
133:28=4 ( remainder is 21 ) Divide 28 by 21 and get the remainder
28:21=1 ( remainder is 7 ) Divide 21 by 7 and get the remainder
21:7​=3 ( remainder is 0 ) The remainder is zero => GCD is the last divisor 7​.

                                  
2.  Divide (11001001)2 by   (100111)2     
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3. Find 160-1 mod 841.
4. Find the last base-7 digits 21000000
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[image: ]
5. Determine whether 7411 is  residue modulo prime  9283











6.  Evaluate the Legendre symbol                                 
7. What is digraph?
[image: ]


8. Using the 26 alphabets in the matrix A  encipher the message unit NO.
[image: ]





9. Define discrete logarithm of y
[image: ]10. Find the discrete logarithm of 7 to the base 2 using G = F*19 = *





11. Define Hash function.
12. Describe key exchange.

SECTION  B – (5 X 5 = 25)
ANSWER ANY FIVE QUESTIONS

13. Find all upper bound for the number of bit operations it takes to compute the binomial coefficients 
[image: ]14.State and prove Chinese reminder theorem







15. State the law of quadratic residue modulo.                                                                
[image: ]16. Find the inverse of A  ϵ M2 (Z/26Z)  














[image: ]17. Use the algorithm of find the square root of   a=186 of the modulo  p= 401  











[image: ]18. Discuss in detail about probabilistic encryption.












19. Find the g.c.d (f, g) using the Euclidean algorithm for polynomials and express the g.c.d in the form u(X) f(X) + v(X) g(X ),  where f(X) = X4 + X3 +X2+1 , g = X3 +1 ϵ F2[X].
[image: ]








SECTION  C – (4 X 10 = 40)
ANSWER ANY FOUR QUESTIONS
                                                                                                     

20. Estimate the time required to convert the k bit integer to it representation in base 10


21. State and prove the Fermat’s little theorem.               

[image: ]

















22. state and prove the existence and uniqueness of finite fields with prime power number of elements 
23. Using the Matrix with numerical equivalent for NO ANSWER encipher the plane text to find the coded message and also decipher the cipher text FWMDIQ
[image: ]     AP =               



















     
24. Differentiate between classical cryptosystem and public key cryptosystem.
[image: ]




















25. Discuss in detail about hash function and key exchange
[image: ]
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equality). On the other hand, using the definition of G, the fact that (a+
b)P = a” + b? in Fpr, and the obvious observation that Gy = (L), we
compute:

a-1 . 7 .
GP = I\epi — (E (ﬂ)ép:r’
2@ =206
by parts (b) and (c) of Proposition I1.2.3. Pulling (2) outside the summation
and making the change of variables j' = pj in the summation, we finally
obtain: G? = (2)G. Equating our two expressions for G? and dividing by G
{which is possible, since G? = +q and so is not zero in Fr), we obtain the
quadratic reciprocity law. Thus, it remains to prove the following lemma.

Lemma, G2 = (—1)@~1/2q.

Proof. Using the definition of G, where in one copy of G we replace the
variable of summation j by —k (and note that the summation can start at
1 rather than 0, since (%) =0), we have:

ks NP N R =y
o= ¥ (e -(GIZE
= (~1)-D/2 jé :é(i%k)gmm,

where we have used Part (d) of Proposition I1.2.3 to replace (:ql) by
(=1)@=1/2 and for each value of j we have made a change of variable
in the inner summation k «— kj (i.e., for each fixed j, kj runs through the
residues modulo g as k does, and the summands depend only'on the residue
modulo q). We next use part (c) of Proposition IL.2.3, interchange the order
of summation, and pull the (%) outside the inner sum over j. The double

sum then becomes Y7, (5) ;€7 ~*) Here both sums go from 1 to ¢ —1,
but if we want we can insert the terms with j = 0, since that simply adds
to the double sum Zk(%)r which is zero (because there are equally many

residues and ponresidues modulo ¢). Thus, the double sum can be written
paviey 2) ]";é £3(1=k) Bug for each k other than 1, the inner sum vanishes.

This is because the sum of the distinct powers of a nontrivial (# 1) root of
unity &’ is zero (the simplest way to see this is to note that multiplying the
sum by & just rearranges it, and sq the sum multiplied by ¢ —1is zero).
So we are left with the contribution when k = 1, and we finally obtain:

g-1
2 _ (_pa-v/a(l 0 _ (_1)@Di2g,
G =(-1) (q);]ﬁ (-1)@ D%

This completes the proof of the lemma, and hence also the proof of the Law
of Quadratic Reciprocity.

2 Quadratic residues and reciprocity 47

Example 1. Determine whether 7411 is a residue modulo the prime
9283.
Solution. Since 7411 and 9283 are both primes which are = 3 mod 4,

we have (Z211) = —(2283) = —(1872) by part (a) of Proposition I1.2.3. Since

928,

1872 = 2*.3%. 13, by part (c) of Proposition 11.2.3 we find that the desired

Legendre symbol is — %) But we can now apply quadratic reciprocity

again: since 13 = 1 mod 4 we find that —(333) = —(H4) = () = -1.
In other words, 7411 is a quadratic nonresidue.

One difficulty with this method of evaluating Legendre symbols is that
at each stage we must factor the number on top in order to apply Proposi-
tion I1.2.5. If our numibers are astronomically large, this will be very time-
consuming. Fortunately, it is possible to avoid any need for factoring (except
taking out powers of 2, which is very easy), once we prove a generalization
of the quadratic reciprocity law that applies to all positive odd integers,
not necessarily prime. But we first need a definition which generalizes the
definition of the Legendre symbol.

The Jacobi symbol. Let a be an integer, and let » be any positive odd
number. Let n = p3* -+ - p2r be the prime factorization of n. Then we define

the Jacobi symbol {£) as the product of the Legendre symbols for the prime

factors of n: d 2o oo
-GG

A word of warning is in order here. If (£) = 1 for n composite, it is not
necessarily true that a is a square modulo 7. For example, (&) = (3)(2) =
{~1)(-1) = 1, but there is no integer z such that z* = 2 mod 15.

‘We now generalize Propositions I1.2.4-5 to the Jacobi symbol.

Proposition IL.2.6. For any positive odd n we have (%) = (~1)(*" ~1)/8

Proof. Let f(n) denote the function on the right side of the equal-
ity, as in the proof of Proposition I1.2.4. It is easy to see that f(nins) =
f(n1) f{nz) for any two odd numbers ny and np. (Just consider the different
possibilities for n1 and ny modulo 8.) This means that the right side of the
equality in the proposition equals f(p1)™ - -- f{pr)* = (,,%)“‘ B (P%)"'r by
Proposition I1.2.4. But this is (2), by definition.

Proposition 11.2.7. For any two positive odd integers m and n we have
() = (1)),

Proof. First note that if m and n have a common factor, then it follows
from the definition of the Legendre and Jacobi symbols that both sides are
zero. So we can suppose that g.c.d.(m,n) = 1. Next, we write m and n
as products of primes: m = p;pa---p, and n = q;42 -~ ¢s. (The p's and
g¢'s include repetitions if m or n has a square factor.) It converting from
(2) = Hw.(%‘) to (&) = I1; ;(%) we must apply the quadratic reciprocity
law for the Legendre symbol rs times. The number of (—1)’s we get is
the number of times both p; and g; are = 3 mod 4, i.e., it is the product
of the number of primes = 3 mod 4 in the factorization of m and in the
factorization of n. Thus, () = (&) unless there are an odd number of
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Example 3. Still working in our 26-letter alphabet, suppose that we
know the most frequently occurring letter of ciphertext is “K", and the sec-
ond most frequently occurring letter is “D”. It is reasonable to assume that
these are the encryptions of “E” and “T", respectively, which are the two
most frequently occurring letters in the English language. Thus, replacix}g
the letters by their numerical equivalents and substituting for P and C in

the deciphering formula, we obtain:

10a’ + b’ = 4 mod 26,
3a’ + b =19 mod 26.

We have two congruences with two unknowns, o' and ¥. The quickest way
to solve is to subtract the two congruences to eliminate 5. We obtain To' =
11 mod 26, and o’ = 7-'11 = 9 mod 26. Finally, we obtain b by substituting
this value for @’ in one of the congruences: b’ = 4 — 10a’ = 18 mod 26. So
messages can be deciphered by means of the formula P = 9C + 18 mod 26.

Recall from linear algebra that n equations suffice to find n unknowns
only if the equations are independent (i.e., if the determinant is nonzero).
For example, in the case of 2 equations in 2 unknowns this means that the
straight line graphs of the equations intersect in a single point (are not par-
allel). In our situation, when we try to cryptanalyze an affine sys:tem from
the knowledge of the two most frequently occurring letters of ciphertext,
we might find that we cannot solve the two congruences uniquely for ¢’ and
o

Example 4. Suppose that we have a string of ciphertext which we know
was enciphered using an affine transformation of single letters in a 28-le€iter
alphabet consisting of A—Z, a blank, and ?, where A—Z have numerical
equivalents 0—25, blank=26, ?=27. A frequency analysis reveals that the
$wo most common lesters of ciphertext are “B” and “?”, in that order. Since
the most common letters in an English language text written in this 28-
letter alphabet are  ” (blank) and “E”, in that order, we suppose that “B”
is the encryption of “ " and “?” is the encryption of “E”. This leads to Fhe
two congruences: ' + &' = 26 mod 28, 27a’ + ¥ = 4 mod 28. Subtracting
the two congruences, we obtain: 2a’ = 22 mod 28, which is equivalent to
the congruence o’ = 11 mod 14. This means that o’ = 11 or 25 mod 28, and
then b = 15 or 1 mod 28, respectively. The fact of the matter is that both
of the possible affine deciphering transformations 11C + 15 and 25C + 1
give “ " and “E" as the plaintext letters corresponding to “B” and “"?”,
respectively. At this point we could try both possibilities, and see Whl(')h
gives an intelligible message. Or we could continue our frequexfcy analysis.
Suppose we find that “I” is the third most frequently occurring letter .Of
ciphertext. Using the fact that “T” is the third most common letter in
the English language (of our 28 letters), we_obtain a third congruence:
8a’ + b = 19 mod 28. This extra bit of information is enough to determine
which of the affine maps is the right one. We find that it is 11C' + 15.

1 Some simple cryptosystems 59

Digraph transformations. We now suppose that our plaintext and ci-
phertext message units are two-letter blocks, called digraphs. This means
that the plaintext is split up into two-letter segments. If the entire plaintext
has an odd number of letters, then in order to obtain a whole number of
digraphs we add on an extra letter at the end; we choose a letter which
is not likely to cause confusion, such as a blank if our alphabet contains a
blank, or else “X” or “Q” if we are using just the 26-letter alphabet.

Each digraph is then assigned a numerical equivalent. The simplest
way to do this is to take z/N +y, where z is the numerical equivalent of the
first letter in the digraph, y is the numerical equivalent of the second letter
in the digraph, and N is the number of letters in the alphabet. Equivalently,
we think of a digraph as a 2-digit base-N integer. This gives a 1-to-1 corre-
spondence between the set of all digraphs in the N-letter alphabet and the
set of all nonnegative integers less than N? We described this “labeling” of
digraphs before in the special case when N = 27.

Next, we decide upon an enciphering transformation, i.e., a rearrange-
ment of the integers {0, 1, 2,..., N? —1}. Among the simplest enciphering
transformations are the affine ones, where we view this set of integers as
Z/N?Z, and define the encryption of P to be the nonnegative integer less
than N? satisfying the congruence C = aP + b mod N? Here, as before,
a must have no common factor with N (which means it has no common
factor with N?), in order that we have an inverse transformation telling
us how to decipher: P = &’C + ¥ mod N?, where ¢’ = a™! mod N?
b = —a~'b mod N? We translate C into a two-letter block of ciphertext
by writing it in the form C' = z’N + y} and then looking up the letters with
numerical equivalents z’ and 3!

Example 5. Suppose we are working in the 26-letter alphabet and using
the digraph enciphering transformation C = 159P 4580 mod 676. Then the
digraph “NO” has numerical equivalent 13 - 26 + 14 = 352 and is taken to
the ciphertext digraph 159 - 352 4+ 580 = 440 mod 676, which is “QY” The
digraph “ON” has numerical equivalent 377, and is taken to 359=“NV”
Notice that the digraphs change as a unit, and there is no relation between
the encryption of one digraph and that of another one that has a letter in
common with it or even consists of the same letters in the reverse ordér.

To break a digraphic encryption system which uses an affine transfor-
mation C = aP+bmod N? we need to know the ciphertext corresponding to
two different plaintext message units. Since the message units are digraphs,
a frequency analysis means counting which two-letter blocks occur most
often in a long string of ciphertext (of course, counting only those occur-
rences where the first letter begins a message unit, ignoring the occurrences
of the two letters which straddle two message units), and comparing with
the known frequency of digraphs in English language texts (written in the
same alphabet). For example, if we use the 26-letter alphabet, statistical
analyses seem to show that “TH” and “HE” are the two most frequently
occurring digraphs, in that order. Knowing two plaintext-ciphertext pairs
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o ()-(2 )

To decipher a message, we simply apply the inverse matrix:

aiap_ a1 . z\ _{ D7'd -D7'%) (¥
P=A"AP=AC, ie., (y)A(—D'lc Dla v/}

Example 3. Working in the 26-letter alphabet, use the matrix A in
Example 1 to encipher the message unit “NO.”
Solution. We have:

2 3 13 68 16
AP = (7 8) (14) - (203> - (21)’

and so C = AP is “QV.” -

Remark. To encipher a plaintext sequence of k digraphs P = Py PP - -+
Py, we can write the k vectors,as columns of a 2 x k-matrix, which we also
denote P, and then multiply the 2 x 2-matrix A by the 2 x k-matrix P to
get a 2 x k-matrix C = AP of coded digraph-vectors.

Example 4. Continue as in Example 3 to encipher the plaintext
“NOANSWER.” -

Solution. The numerical equivalent of “NOANSWER?” is the sequence
of vectors (13}(3) (33) (7). We have

C=AP=23 13 0 18 4Y_/68 39 102 59
78 14 13 22 17) \ 203 104 302 164
(16 13 24 7
T \2t 0 16 8)°
i.e., the coded message is “QVNAYQHL”
Example 5. In the situation of Examples 3-4, decipher the ciphertext

“FWMDIQ.”
Solution. We have:

e (14 1Y (5 12 8
p=4 C“(n 10)(22 3 16)

L "
_(19 0 10)_ ATTACK.

As in §1, suppose that we have some limited information from which
we want to analyze how to decipher a string of ciphertext. We know that
the “enemy” is using digraph-vectors in an N-letter alphabet and a linear
enciphering transformation C' = AP. However, we do not have the encipher-
ing “key” — the matrix A — or the deciphering “key” — the matrix A~
But suppose we are able to determine two pairs of plaintext and ciphertext
digraphs: C; = AP) and C; = AP;. Perhaps we learned this information
from an analysis of the frequency of occurrence of digraphs in a long string

2 Enciphering Matrices 73

of ciphertext. Or perhaps we know from some outside source that a certain
4 letter plaintext segment corresponds to a certain 4-letter ciphertext. In
that case we can proceed as follows to determine 4 and A~ We put the
two columns P; and P; together into a 2 x 2-matrix P, and similarly for
the ciphertext columns. We obtain an equation of 2 x 2-matrices: C = AP,
in which C and P are known to us, and A is the unknown. We can solve
for A by multiplying both sides by Pt

A=ApPl=CPl
Similarly, from the equation P = A~1C we can solve for A%
At=pCch

Example 6. Suppose that we know that our adversary is using a 2 x 2
enciphering matrix with a 29-letter alphabet, where A—Z have the usual
numerical equivalents, blank=:26, ?=27, !=28. We receive the message

“GFPYJP X?UYXSTLADPLW,”

and we suppose that we know that the last five letters of plaintext are our
adversary’s signature “KARLA.” Since we don’t know the sixth letter from
the end of the plaintext, we can only use the last four letters to make two
digraphs of plaintext. Thus, the ciphertext digraphs DP and LW correspond
to the plaintext digraphs AR and LA, respectively. That is, the matrix P
made up from AR and LA is the result of applying the unknown deciphering
matrix A~ to the matrix C' made up from DP and LW:

0 1\ _,4(3 11
<17 0)’A (15 22)'
Thus,

a0 my(3 1 U0 omN\ (/3 13)_ (21 19
=\17 o/ \s 22/ Tl o/\2s 7/)7 \22 18)°
and the full plaintext message is

21 19 6 15 9 26 27 24 18 11 3 11
22 18 5 24 15 23 20 23 19 0 15 22

(18 17 10 26 19 13 14 28 0 11
T\19 8 4 0 2 14 13 10 17 ¢

= “STRIKE AT NOON!KARLAY”

Remark. In order for this to work, notice that the matrix P formed by
the two known plaintext digraphs must be invertible, i.e., its determinant D
must have no common factor with the number of letters N. What if we are
not so fortunate? If we happen to know another ciphertext-plaintext pair,
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Definition. If G is a finite group, b is an element of G, and y is an
element of & which is a power of b, then the discrete logarithm of y to the
base b is any integer & such that b° =y.

Example 1. If we take G = Fi = (Z/19Z)* and let b be the generator
2 (see Example 1 of §11.1}, then the discrete logarithm. of 7 to the base 2
is 6.

Example 2. In F} with o a root of X2 — X — 1 (see Example 2 of §IL.1),
the discrete logarithm of —1 to the base a is 4.

At the end of this section we shall briefly discuss the present state
of algorithms to solve the discrete logarithm problem in finite fields. First
we describe several public key cryptosystems or special purpose public key
arrangements that are based on the computational difficulty of solving the
discrete logarithm problem in finite fields.

The Diffiec Hellman key exchange system. Because public key cryp-
tosystems are relatively slow compared to classical cryptosystems (at least
at our present stage of technology and theoretical knowledge), it is often
more realistic to use them in a limited role in conjunction with a classical
cryptosystem in which the actual messages are transmitted. In particular,
the process of agreeing on a key for a classical cryptosystem can be ac-
complished fairly efficiently using a public key system. The first detailed
proposal for doing this, due to W. Diflie and M. E. Hellman, was based on
the discrete logarithm problem.

‘We suppose that the key for the classical cryptosystem is a large ran-
domly chosen positive integer (or a collection of such integers). For example,
suppose we want to use an affine matrix transformation of pairs of digraphs

(see §1112)
c= (‘; Z)P+ (;) mod N?,

where 0 < a, b, ¢, d, e, f < N? and P is a column vector consisting of the
numerical equivalents of two successive plaintext digraphs (i.e., altogether
a four-letter block) in an N-letter alphabet. Once we have a randomly
selected integer k between 0 and N'2 we can take a, b, ¢, d, ¢, f to be
the six digits in k written to the base N? (We must check that ad — be is
invertible modulo N2 i.e., that it has no common factor with N; otherwise
we choose another random integer k.)

We observe that choosing a random integer in some interval is equiv-
alent to choosing a random element of a large finite field of roughly the
same size. Let us suppose, for example, that we want to choose a random
positive k < NV 12 [f our finite field is a prime field of p elements, we sim-
ply let an element of F,, correspond to an integer from 0 to p— 1 in the
usual way; if the resulting integer is larger than N2 we reduce it modulo
N2

3 Discrete log 99

If our finite field is Fr, we first choose an Fy-basis of this field, so
that every element corresponds to an f-tuple of elements of F; then such
an f-tuple gives an integer less than pf if we consider the coordinates as
digits of an integer written to the base p. Warning: This gives a 1-to-1
correspondence between F,; and Z/pfZ = {0, 1, 2,...,pf — 1}. But these
two sets have a very different structure under addition and multiplication.
The first is a field, i.e., all of the p! ~ 1 nonzero elements have inverses,
while the second is a ring in which p/~! of the p’ elements (the multiples
of p) fail to have inverses.

‘We now describe the Diffie-Hellman method for generating a random
element of a large finite field F,. We suppose that g is public knowledge:
everyone knows what finite field our key will be in. We also suppose that g
is some fixed element of F, which is also not kept secret. Ideally, g should
be a generator of F;; however, this is not absolutely necessary. The method
described below for generating a key will lead only to elements of F, which
are powers of g; thus, if we really want our random element of F; to have
a chance of being any element, g must be a generator.

Suppose that two users A (Aida) and B (Bernardo) want to agree
upon a key — a random element of F; — which they will use to emcrypt
their subsequent messages to one another. Aida chooses a random integer
@ between 1 and ¢ — 1, which she keeps secret, and computes g* € Fg,
which she makes public. Bernardo does the same: he chooses a random b
and makes public g% The secret key they use is then g®®. Both users can
compute this key. For example, Aida knows g" (which is public knowledge)
and her own secret a. However, a third party knows only g and g°. If
the following assumption holds for the multiplicative group Fy, then an
unauthorized third party will be unable to determine the key.

Diffie-Hellman assumption. It is computationally infeasible to compute
g% knowing only g® and g°.

The Diffie-Hellman assumption is @ priori at least as strong as the
assumption that discrete logarithms cannot be feasibly computed in the
group. That is, if discrete logarithms can be computed, then obviously the
Diffie-Hellman assumption fails. Some people would conjecture that the
converse implication also holds, but that is still an open question. In other
words, 1o one can imagine a way of passing from g° and g to g** without
first being able to determine a or b; but it is conceivable that such a way
might exist.

Example 3. Suppose we're using a shift encryption of single-letter
message units in the 26-letter alphabet (see Example 1 of §IIL1): C' =
P+ B mod 26. (We're using B rather than b to denote the shift key so as
not to confuse it with the b in the last paragraph.) To choose B, take the
least nonnegative residue modulo 26 of a random element in Fs3. Let g =2
(which is a generator of Fs3). Suppose Aida picked at random a = 29, and
looked up Bernardo’s public 2°, which is, say, 12 € Fs3. She then knows
that the enciphering key is 12%° = 21 € Fi3, ie., B = 21. Meanwhile, she
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Next, let us suppose that we have a bunch of vectors X) = (::), e

Xi = (::), arranged as the columns of a 2 x k-matrix. Then we define the
matrix product

Ax=1(¢ b ... TR ary +by1 ... azg+ by
¢ d)\w . w) W \emtdn .. cmetdw)’
i.e., we simply apply the matrix A to each column vector in order, obtaining
new column vectors. For example, the product of two 2 x 2-matrices is:

a b\ [a ¥ _ (ad +b ab +bd

c d (c’ d) (ca’+dc’ e +dd )
Similar facts hold for 3 x 3-matrices, which can be applied to 3-dimensional
column-vectors, and so on. However, the formulas for the determinant and
inverse matrix are more complicated. This concludes our brief review of
linear algebra over the real numbers.

Linear algebra modulo N. In §1, when we were dealing with single
characters and enciphering maps of Z/NZ, we found that two easy types
of maps to work with were:

(a) “linear” maps C = aP, where a is invertible in Z, /NZ;

(b) “affine” maps C = aP +b, where a is invertible in Z/NZ.

We have a similar situation when our message units are digraph-vectors.
We first consider lincar maps. The difference when we work with (Z/N Z)?
rather than Z/NZ is that now instead of an integer a we need a 2x2-matrix,
which we shall denote A. We start by giving a systematic explanation of
the type of matrices we need.

Let R be any commutative ring, i.e., a set with multiplication and
addition satisfying the same rules as in a field, except that we do not require
that any nonzero element have a multiplicative inverse. For example, Z2/NZ
is always a ring, but it is not a field unless NV is prime. We let R* denote
the subset of invertible elements of R. For example, (Z/NZ)* = {0 <j <
N|g.cd(jN)=1}

If R is a commutative ring, we let Ma(R) denote the set of all 2 x 2-
mairices with entries in R, with addition and multiplication defined in the
usual way for matrices. We call My(R) a “matrix ring over R”; My(R) itself
is a ring, but it is not a commutative ring, i.e., in matrix multiplication the
order of the factors makes a difference.

Earlier in this section, the matrices considered were the case when
R = R is the ring (actually, field) of real numbers. Recall that a matrix

(2 )

with real numbers a, b, ¢, d has a multiplicative inverse if and only if the
determinant D = ad — be is nonzero, and in that case the inverse matrix is

2 Enciphering Matrices 69

Dl -D7%
-D"'¢ D™'a }°
We have a similar situation when we work over an arbitrary ring R.
Namely, suppose that

A= (Z Z) € Ma(R)

and D = det(A) =g.; ad — bc is in BT Let D! denote the multiplicative
inverse of D in R. Then

D'd -D% a b
-D~'¢ D7la c d

and we obtain the same result

n

(D_l(dg T e ad)>

(6 1)
(s %)

if we multiply in the opposite order. Thus, A has an inverse matrix given
by the same formula as in the real mumber case:

A= ( Dd —D“b)

1l

-D-l¢ D7 la

Example 1. Find the inverse of

78

Solution. Here D = 2-8 —3-7 = —5 = 21 in Z/26Z. Since
g.c.d.(21,26) = 1, the determinant D has an inverse, namely 2171 = 5.

Thus,
g (88 =By (40 18 14 11
=\-5.7 5.2 ) \-8 10/ \17 10/°

14 1\ /2 3 105 130 10
We check that (17 10) (7 8) = (104 131) = (0 1)' Here,

since we are working in Z/26Z, we are using “=" to mean that the en-
tries are congruent modulo 26.
Just as in the real number case, a 2 X 2-matrix

(2 2)

A= (2 3) € My(Z/267).
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primes = 3 mod 4 in both factorizations, in which case (2) = —(Z). But
a product of odd primes, such as m or n, is 3 mod 4 if and only if it
contains an odd number of primes which are = 3 mod 4. We conclude that
() = {2) unless both m and n are = 3 mod 4, as was to be proved. This
gives us the reciprocity law for the Jacobi symbol.

Example 2. We return to Example 1, and show how to evaluate the
Legendre symbol without factoring 1872, except to take out the power of
2. By the reciprocity law for the Jacobi symbol we have

1872 16\ 117\ . /74ILy 40 )
(7411) - (7411)(7411,) N ( 117) - (117 !
and this is equal to —(27)(35) = (7)) = (D) = (B =-1.

Square roots modulo p. Using quadratic reciprocity, one can quickly
determine whether or not an integer a is a quadratic residue modulo p.
However, if it is a residue, that does not tell us how to find a solution to
the congruence 2 = a mod p — it tells us only that a solution exists. We
conclude this section by giving an algorithm for finding a square root of a
residue a once we know any nonresidue n.

Let p be an odd prime, and suppose that we somehow know a quadratic
nonresidue 7. Let a be an integer such that (%) = 1. We want to find an
integer z such that 22 = a mod p. Here is how we proceed. First write p— 1
in the form 2 - s, where s is odd. Then compute n® modulo p, and call
that b, Next compute a®**1)/2 modulo p, and call that r. Our first claim is
that r comes reasonably close to being a square root of a. More precisely,
if we take the ratio of 7% to a, we claim that we get a 2e1_th root of unity
modulo p. Namely, we compute (for brevity, we shall use equality to mean
congruence modulo p, and we use a~! to mean the inverse of a modulo p):

(aflrz)zﬂ" = 02 o g 1/2 (E) -1
p/

We must then modify r by a suitable 2*-th root of unity to get an = such
that z2/a is 1. To do this, we claim that b is a primitive 2%-th root of unity,
which means that all 22-th roots of unity are powers of b. To see this, first we
note that b is a 2%-th root of 1, because b2" = n?"% = nP~! = 1. If b weren’t
primitive, there would be a lower power (a divisor of 2%} of b that gives 1.
But then b would be an even power of a primitive 2%-th root of unity, and
so would be a square in Fj. This is impossible, because (%) = (%)" =-1
(since s is odd and n is a nonresidue). Thus, b is a primitive 2%-th root
of unity. So it remains to find a suitable power ¥, 0 < j < 2%, such that
2 = bir gives the desired square root of a. To do that, we write j in binary
as j = Jo+2f1+4 4+ + 2%=2j, o, and show how one successively
determines whether jo, j1,... is 0 or 1. {Note that we may suppose that
§ < 2571, since b2*~" = —~1, and so j can be modified by 201 to give
another j for which b/r is the other square root of a.) Here is the inductive
procedure for determining the binary digits of j:
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1. Bzise (r?/a) to the 2*~2-th power. We proved that the square of this
is 1. Hence, you get either +1. If you get 1, take jo = 0; if you get —1,
take jo = 1. Notice that jo has been chosen so that ((b°r)%/a) is a
29%-2_th root of unity.

2. Suppose you've found jg, ..., jx_1 such that (plo+2++2" ikt )2/
is a 2%~*~1th root of unity, and you want to find ji. Raise this number
to half the power that gives 1, and choose ji according to whether you
get +1 or —1:

pe—k=2

(e
-1

a

then take  jx = { '1) , Tespectively.

‘We easily check that with this choice of 7 the “corrected” value comes
closer to being & square root of a, i.e., we find that (po+2+-+2%ik 1)2 /g
is a 2°%=2_th 1oot of unity.

When we get to k = & — 2 and find j,—_2, we then have

(blo+2it 42 a2 g2 g g

i.e., bir is a square root of @, as desired.

Example 3. Use the above algorithm to find a square root of a = 186
modulo p = 401.

Solution. The first nonresidue is n = 3. We have p — 1 = 2% .25,
and so b = 3% = 268 and r = a!® = 103 (where we use equality to
denote congruence modulo p). After first computing o' = 235, we note
that 72/a = 98, which must be an 8-th root of 1. We compute that 984 = —1,
and so jo = 1. Next, we compute (br)?/a = —1. Since the 2-nd power of
this is 1, we have j; = 0, and then j» = 1. Thus, j = 5 and the desired
square root is bPr = 304.

Remarks. 1. The easiest case of this algorithm occurs when p is a
prime which is = 3mod 4. Thena = 1, s = (p—1)/2, 50 (s+1)/2 = (p+1)/4,
and we see that 1 = r = aP*1/4 js already the desired square root.

2. We now discuss the time estimate for this algorithm. We suppose
that we start already knowing the information that » is a nonresidue. The
steps in finding s, b, and r = a®**+1)/? (working modulo p, of course) take at
most O(logp) bit operations (see Proposition 1.3.6). Then in finding j the
most time-consuming part of the &-th induction step is raising a number to
the 22~*~2th power, and this means a —k — 2 squarings mod p of integers
less than p. Since @ — k — 2 < @, we have the estimate O(a log*p) for
each step. Thus, since there are o — 1 steps, the final estimate is O(log3p +
a?log®p) = O(log®p(logp + a?)). At worst (if almost all of p — 1 is a power
of 2), this is O(log*p), since a < logap = O(logp). Thus, given a nonresidue
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changing any preliminary information. All of the information necessary to
send an enciphered message is publicly available.

Classical vesus public key. By a classical cryptosystem (also called
a private key cryptosystem or a symmetrical cryptosystem), we mean a
cryptosystem in which, once the enciphering information is known, the
deciphering transformation can be implemented in approximately the same
order of magnitude of time as the enciphering transformation. All of the
cryptosystems in Chapter IIT are classical. Occasionally, it takes a little
longer for the deciphering — because one peeds to apply the Euclidean
algorithm to find an inverse modulo N or one must invert a matrix (and
this can take a fairly long time if we work with &k x & ~matrices for k larger
than 2) — nevertheless, the additional time required is not prohibitive.
(Moreover, usually the additional time is required only once — to find Kp
— after which it takes no longer to decipher than to encipher.) For example,
we might need only O(log?B) to encipher a message unit, and O(log®B)
bit operations to decipher one by finding Kp from Kg, where B is a bound
on the size of the key parameters. Notice the role of big-O estimates here.

If, on the other hand, the enciphering time were polynomial in log B
and the deciphering time (based on knowledge of Kg but not Kp) were,
say, polynomial in B but not in log B, then we would have a public key
rather than a classical cryptosystem.

Authentication. Often, one of the most important parts of a message
is the signature. A person’s signature — hopefully, written with an idiosyn-
cratic flourish of the pen which is hard to duplicate — lets the recipient
know that the message really is from the person whose name is typed be-
low. If the message is particularly important, it might be necessary to use
additional methods to quthenticate the communication. And in electronic
communication, where one does not have a physical signature, one has to
rely entirely on other methods. For example, when an officer of a corporation
wants to withdraw money from the corporate account by telephone, he/she
is often asked to give some personal information (e.g., mother’s maiden
name) which the corporate officer knows and the bank knows (from data
submitted when the account was opened) but which an imposter would not
be likely to know.

In public key cryptography there is an especially easy way to identify
oneself in such a way that no one could be simply pretending to be you. Let
A (Alice) and B (Bob) be two users of the system. Let f4 be the enciphering
transformation with which any user of the system sends a message to Alice,
and let f5 be the same for Bob. For simplicity, we shall assume that the
set P of all possible plaintext message units and the set C of all possible
ciphertext message units are equal, and are the same for all users. Let
P be Alice’s “signature” (perhaps including an identification number, a
statement of the time the message was sent, etc.). It would not be enough
for Alice to send Bob the encoded message fa{ P}, since everyone knows how
to do that, so there would be no way of knowing that the signature was not
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forged. Rather, at the beginning (or end) of the message Alice transmits
fBfz*(P). Then, when Bob deciphers the whole message, including this
part, by applying fz ! he finds that everything has become plaintext except
for a small section of jibberish, which is f7(P). Since Bob knows that the
message is claimed to be from Alice, he applies f4 (which he knows, since
Alice’s enciphering key is public), and obtains P. Since no one other than
Alice could have applied the function f;l which is inverted by fa, he knows
that the message was from Alice.

Hash functions. A common way to sign a document is with the help of
a hash function. Roughly speaking, a hash function is an easily computable
map f : z r+ h from a very long input = to a much shorter output 2
(for example, from strings of about 10 bits to strings of 150 or 200 bits)
that has the following property: it 18 not computationally feasible to find
two different inputs z and ' such that f(z') = f(z). If part of Alice’s
“signature” consists of the hash value k = f(z), where z is the entire text
of her message, then Bob can verify not only that the message was really
sent by Alice, but also that it wasn’t tampered with during transmission.
Namely, Bob applies the hash function f to his deciphered plaintext from
Alice, and checks that the result agrees with the value 4 in Alice’s signature.
By assumption, no tamperer would have been able to change z without
changing the value h = f(x).

Key exchange. In practice, the public key cryptosystems for sending
messages tend to be slower to implement than the classical systems that are
in current use. The number of plaintext message units per second that can
be transmitted is less. However, even if a network of users feels attached
to the traditional type of cryptosystem, they may want to use a public
key cryptosystem in an auxiliary capacity to send one another their keys
K = (Kg, Kp) for the classical system. Thus, the ground rules for the
classical cryptosystem can be agreed upon, and keys can be periodically
exchanged, using the slower public key cryptography; while the large volume
of messages would then be sent by the faster, older methods.

Probabilistic Eneryption. Most of the number theory based cryptosys-
tems for message transmission are deterministic, in the sense that a given
plaintext will always be encrypted into the same ciphertext any time it is
sent. However, deterministic encryption has two disadvantages: (1) if an
eavesdropper knows that the plaintext message belongs to a small set (for
example, the message is either “yes” or “no”), then she can simply en-
crypt all possibilities in order to determine which is the supposedly secret
message; and (2) it seems to be very difficult to prove anything about the
security of a system if the encryption is deterministic. For these reasons,
probabilistic encryption was introduced. We will not discuss this further or
give examples in this book. For more information, see the fundamental pa-
pers on the subject by Goldwasser and Micali (Proc. 1{th ACM Symp. The-
ory of Computing, 1982, 365-377, and J. Comput. System Sci. 28 (1984),
270-299).
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F; = {0, 1}. A polynomial in Fpl[X] is simply a sum of powers of X.
In some ways, polynomials over F,, are like integers expanded to the base
p, where the digits are analogous to the coefficients of the polynomial. For
example, in its binary expansion an integer is written as a sum of powers of
2 (with coefficients 0 or 1), just as a polynomial over F2 is a sum of powers
of X. But the comparison is often misleading. For example, the sum of any
number of polynomials of degree d is a polynomial of degree {at most) d;
whereas a sum of several d-bit integers will be an integer having more than
d binary digits.

Example 3. Let f(X) = X*+ X3+ X2 +1, g = X3+1 € Fy[X]. Find
g.c.d.(f,g) using the Euclidean algorithm for polynomials, and express the
g.c.d. in the form u(X)f(X) + v(X)g(X).

Solution. Polynomial division gives us the sequence of equalities below,
which lead to the conclusion that g.c.d.(f, g) = X +1, and the next sequence
of equalities enables us, working backwards, to express X + 1 as a linear
combination of f and g. (Note, by the way, that in a field of characteristic
2 adding is the same as subtracting, i.e., a —b=a+b—2b =a+b.) We
have:

f=X+lg+ (X2 +X)
g=(X+)X*+X)+(X+1)

XP+ X =X(X+1)

and then
X+1l=g+(X+DX2+X)
=g+ (X +1(f+(X +1)g)
=X +1)f +(X%)g.
Exzercises

1. For p = 2,3,5,7, 11,13 and 17,-find the smallest positive inte-
ger which generates ¥, and determine how many of the integers
1,2, 3,...,p—1 are generators.

2. Let (Z/p*Z)* denote all residues modulo p* which are invertible, i.e.,
are not divisible by p. Warning: Be sure not to confuse 2/p*Z (which
has p* — p*~! invertible elements) with Fpa (in which all elements
except 0 are invertible). The two are the same only when o = 1.

(a) Let g be an integer which generates F, where p > 2. Let a be
any integer greater than 1. Prove that either g or (p + 1)g generates
(Z/p>Z)* Thus, the latter is also a cyclic group.

(b} Prove that if @ > 2, then (Z/2%Z)* is not cyclic, but that the
number 5 generates a subgroup consisting of half of its elements, namely
those which are = 1 mod 4.

3. How many elements are in the smallest field extension of F5 which
contains all of the roots of the polynomials X2+ X +1 and X3+ X +1?

10.

11.

12.

13.
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For each degree d < 6, find the number of irreducible polynomials over
F3 of degree d, and make a list of them.

For each degree d < 6, find the number of monic irreducible polyno-
mials over F3 of degree d, and for d < 3 make a list of them.

Suppose that f is a power of a prime £. Find a simple formula for the
number of monic irreducible polynomials of degree f over Fj.

Use the polynomial version of the Euclidean algorithm {see Exercise
12 of §1.2) to find g.c.d.(f, g) for f, g € Fp[X] in each of the following
examples. In each case express the g.c.d. polynomial as a combination
of f and g, i.e., in the form d(X) = u(X)f(X) + v(X)g(X).

@ f=X}+X+1,9g=X*+X+1p=%

B f=X+ X+ X+ X+ X+ X+, g= X+ X+ X +1,
p=2;

(0 f=X*-X+1,9=X*+1,p=3
@) f=X+ X4+ X -X>-X+1,9=X3+X"+X+1,p=3
(e) f = X5+88z*+T3X°+83X2+51X +67, g = X*+97X?+40X +38,
p =101

By computing g.c.d.(f, f) (see Exercise 13 of §1.2), find all multiple
roots of f(X) = X7+ X%+ X4~ X3 - X? - X +1 € F3(X] in its
splitting field.

Suppose that a € Fp2 satisfies the polynomial X' 2+ aX + b, where
a,b € Fp.

(a) Prove that of also satisfles this polynomial.

(b) Prove that if @ ¢ Fp, then a = ~a — af and b= o™

(c) Prove that if « ¢ F,, and ¢, d € Fy, then (co+d)?+! = d?—acd+bc?
(which is € Fp).

(d) Let i be a square root of —1 in Fg2. Use part {c) to find (24 3i)'*
(i.e., write it in the form a + i, a,b € F1e).

Let d be the maximum degree of two polynomials f, g € Fp[X]. Give
an estimate in terms of d and p for the number of bit operations needed
to compute g.c.d.(f,g) using the Euclidean algorithm.

For each of the following fields F,, where ¢ = 2/, find an irreducible
polynomial with coefficients in the prime field whose root « is primitive
(i.e., generates F7), and write all of the powers of & as polynomials in
a of degree < f: (a) Fy; (b) Fg; (c) Far; (d) Fos.

Let F{X) & F3[X] be a primitive irreducible polynomial of degree f. If
« denotes a root of F'(X), this means that the powers of & exhaust all
of F},. Using the big-O notation, estimate (in terms of f) the number
of bit operations required to write every power of a as a polynomial in
a of degree less than f.

(a) Under what conditions on p and f is every element of Fps besides
0, 1 a generator of F 7

(b) Under what conditions is every element # 0, 1 either a generator
or the square of a generator?
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Remarks. (1) Fractions can also be expanded in any base, ie., they
can be represented in the form (dg_1dip_z---didp-d-1d_a- s (2) When
b > 10 it is customary to use letters for the digits beyond 9. One could also
use letters for all of the digits.

Example 1. (a) (11001001)2 = 201.

(b) When b = 26 let us use the letters A—Z for the digits 0—25,
respectively. Then (BAD)26=679, whereas (B.AD)z = 15

Example 2. Multiply 160 and 199 in the base 7. Solution:

316
403
1254
16030
161554
Example 3. Divide (11001001)2 by (100111)2, and divide (HAPPY)2
by (SAD)z¢.
Solution:
101 o018 kD ¥55
100111 |TI001001 SAD [HAPPY
100111 GYBE
101101 COLY
100111 CCAJ
110 MLP

Example 4. Convert 10° to the bases 2, 7 and 26 (using the letters
A—7 as digits in the latter case).

Solution. To convert a number n to the base b, one first gets the last
digit (the ones' place) by dividing n by b and taking the remainder. Then
replace n by the quotient and repeat the process to get the second-to-last
digit dy, and so on. Here we find that

10° = (11110100001001000000); = (11333311); = (CEXHO)zs.

Example 5. Convert 7 = 3.1415926 - - to the base 2 (carrying out the
computation 15 places to the right of the point) and to the base 26 (carrying
out 3 places to the right of the point).

Solution. After taking care of the integer part, the fractional part is
converted to the base b by multiplying by b, taking the integer part of the
result as d_y, then starting over again with the fractional part of what you
now have, successively finding d_2, d_3,.... In this way one obtains:

31415026 - - - = (11.001001000011111 - -} = (D.DRS- - )2.

1 Time estimates for doing arithmetic 3

Number of digits. As mentioned before, an integer n satifying bRl <
n < b¥ has k digits to the base b. By the definition of logarithms, this gives
the following formula for the number of base-b digits (here *| |" denotes
the greatest integer function):

logn
logh

number of digits = [logbn] +1= [ } +1,

where here (and from now on) “log” means the natural logarithm loge.
Bit operations. Let us start with a very simple arithmetic problem, the

addition of two binary integers, for example:

1111

1111000
+ 0011110
10010110

Suppose that the numbers are both k bits long (the word “bit” is short for

“binary digit"); if one of the two integers has fewer bits than the other, we

fill in zeros to the left, as in this example, to make them have the same

length. Although this example involves small integers (adding 120 to 30),

we should think of & as perhaps being very large, like 500 or 1000.

Let us analyze in complete detail what this addition entails. Basically,
we must repeat the following steps k times:

1. Look at the top and bottom bit, and also at whether there's a carry
above the top bit.

2. If both bits are 0 and there is no carry, then put down 0 and move on.

3. If either (a) both bits are 0 and there is a carry, or (b) one of the bits
is 0, the other is 1, and there is no carry, then put down 1 and move
on.

4. If either (a) one of the bits is 0, the other is 1, and there is a carry, or
else (b) both bits are 1 and there is no carry, then put down 0, put a
carry in the next column, and move on.

5. If both bits are 1 and there is a carry, then put down 1, put a carry in
the next column, and move on.

Doing this procedure once is called a bit operation. Adding two k-bit
numbers requires k bit operations. We shall see that more complicated
tasks can also be broken down into bit operations. The amount of time a
computer takes to perform a task is essentially proportional to the number
of bit operations. Of course, the constant of proportionality — the number
of nanoseconds per bit operation — depends on the particular computer
system. (This is an over-simplification, since the time can be affected by
“administrative matters,” such as accessing memory.) When we speak of
estimating the “time” it takes to accomplish something, we mean finding
an estimate for the number of bit operations required. In these estimates
we shall neglect the time required for “bookkeeping” or logical steps other
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We say that the ring Z/pZ is a field. We often denote this field ¥y, the
“field of p elements.”

Corollary 2. Suppose we want to solve a linear congruence ar =
b mod m, where without loss of generality we may assume that 0 < a,b <m.
First, i g.c.d.(a,m) = 1, then there is a solution Zg which can be found in
O(log®m) bit operations, and all solutions are of the form & = xo +mn for
n an integer. Next, suppose that d = g.c.d.(a,m). There ezists o solution if
and only if dib, and in that case our congruence is equivalent (in the sense
of having the same solutions) to the congruence a'z = b mod m| where
o =a/d, b =b/d, m =m/d.

The first corollary is just a special case of Proposition 1.3.1. The second
corollary is easy to prove from Proposition 1.3.1 and the definitions. As
in the case of the familiar linear equations with real numbers, to solve
linear equations in Z/mZ one multiplies both sides of the equation by the
multiplicative inverse of the coefficient of the unknown.

In general, when working module m, the analogy of “nonzero” is often
“prime to m.” We saw above that, like equations, congruences can be added,
subtracted and multiplied (see Property 3 of congruences). They can also
be divided, provided that the “denominator” is prime to m.

Corollary 3. If a = b mod m and ¢ = d mod m, and ifged{cm)=1
(in which case also g.c.d.(d,m) =1), thenac™' = bd~! mod m (where c™!
and d~! denote any integers which are inverse to ¢ and d modulo m).

To prove Corollary 3, we have c{ac™ — bd™') = (acc™! — bdd~') =
a—b =0 mod m, and since m has no common factor with ¢, it foliows that
m must divide ac™* — bd™!

Proposition 1.3.2 (Fermat’s Little Theorem). Let p be a prime. Any
integer o satisfles o = a mod p, and any integer o not divisible by p
satisfies a?~1 =1 mod p.

Proof. First suppose that p Ja. We first claim that the integers
0Oa, la, 24, 3a, ..., (p— 1)a are a complete set of residues modulo p. To see
this, we observe that otherwise two of them, say ia and ja, would have to
be in the same residue class, i.e., i@ = ja mod p. But this would mean that
p|(i — )a, and since a is not divisible by p, we would have pli - . Since 4
and j are both less than p, the only way this can happen is if i = j. We
conclude that the integers a, 2a,. .., (p—1)a are simply a rearrangement of
1,2,...,p—1 when considered modulo p. Thus, it follows that the product
of the numbers in the first sequence is congruent modulo p to the product
of the numbers in the second sequence, i.e., a?~1(p — 1)! = (p ~ 1} mod p.
Thus, p|((p — 1)}(a”~* — 1)). Since (p — 1)! is not divisible by p, we have
pl(aP~! — 1), as required. Finally, if we multiply both sides of the congru-
ence aP~! = 1 mod p by a, we get the first congruence in the statement of
the proposition in the case when a is not divisible by p. But if a is divisible
by p, then this congruence a? = a mod p is trivial, since both sides are
= 0 mod p. This concludes the proof of the proposition.

3 Congruences 21

Corollary. If a is not divisible by p and if n = m mod (p — 1), then
a" = a™ mod p.

Proof of corollary. Say n > m. Since p — 1|n — m, we have n = m +
¢(p—1) for some positive integer ¢. Then multiplying the congruence a®~! =
1 mod n{ by itself ¢ times and then by @™ = a™ mod p gives the desired
result: a™ = a™ mod p.

Example 2. Find the last base~7 digit in 21000000

Solution. Let p = 7. Since 1000000 leaves a remainder of 4 when divided
by p - 1 = 6, we have 21900000 = 94 — 16 = 2 mod 7, s0 2 is the answer.

Proposition 1.3.3 (Chinese Remainder Theorem). Suppose that we want
to solve a system of congruences to different moduli:

z = ay mod my,

T = az mod my,

z = a, mod m,.

Suppose that each pair of moduli is relatively prime: g.c.d.(my, m;) =1
for i # j. Then there exists a simultaneous solution = to all of the con-
gruences, and any two solutions are congruent to one another modulo
M=mimg---m,.

Proof. First we prove uniqueness modulo M (the last sentence). Sup-
pose that 2’ and z* are two solutions. Let = 2’ — x” Then = must be
congruent to 0 modulo each m;, and hence modulo M (by Property 5 at
the beginning of the section). We next show how to construct a solution .

Define M; = M/m, to be the product of all of the moduli ezcept for the
i-th. Clearly g.c.d.(m;, M;) = 1, and so there is an integer V; (which can be
found by means of the Euclidean algorithm) such that M;N; =1 mod m;.
Now set & = Y, a; M;N;. Then for each i we see that the terms in the sum
other than the i-th term are all divisible by m;, because m;|M; whenever
7 # i. Thus, for each i we have: z = g, M;N; = a; mod m;, as desired.

Corollary. The Euler phi-function is “multiplicative] meaning that
@(mn) = p(m)p(n) whenever g.c.d.(m,n)=1.

Proof of corollary. We must count the number of integers between 0
and mn — 1 which have no common factor with mn. For each j in that
range, let 7; be its least nonnegative residue modulo m (ie., 0 < j; <m
and j = j; mod m} and let j; be its least nonnegative residue modulo n
(ie., 0 < j2 < n and j = jp mod n). It follows from the Chinese Remainder
Theorem that for each pair jy, jo there is one and only one j between 0 and
mn—1 for which § = j1 mod m, § = j» mod n. Notice that j has no common
factor with mn if and only if it has no common factor with m — which is
equivalent to j; having no common factor with m — and it has no common
factor with n — which is equivalent to jo having no common factor with
n. Thus, the j's which we must count are in 1-to-1 correspondence with
the pairs ji, j» for which 0 < i < m, ged.(i, m) =1, 0< » < n,





