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	SECTION – A : Qn. No. 1 To 12 : Answer any  TEN : ONE MARK Each

	1
	We say that a divides b or  b is divisible by a  if there exists an integer d such that b = ad                           

	2
	Any natural number n can be written uniquely as a product of prime numbers.

	3
	(11001001)2 = 201

	4
	If a,b,m are three integers, we say that “ a is congruent to b modulo m”                                        i.e.,  if the difference a – b is divisible by m.  Here m is called the modulus of the congruence.

	5
	 whenever 

	6
	The generator g of a finite field Fq is an element of order q – 1.

	7
	
…


	8
	The squares in Fp are called the Quadratic residues modulo p.

	9
	The process of converting a plaintext to a ciphertext is called encryption and the reverse process is called decryption.

	10
	The science of breaking codes is called cryptanalysis.

	11
	It is an easily computable map f: x  h from a very long input x to a much shorter output h.

	12
	A cryptosystem in which once the enciphering information is known, the deciphering transformation can be implemented in approximately the same order of magnitude of time as the enciphering transformation.  

	SECTION – B : Qn. No. 13 To 19 : Answer any  FIVE : FIVE MARKS Each

	13
	 
 1547 = 2.560 + 427
    560 = 1.427 + 133
    427 = 3.133 + 28
    133 = 4.28 + 21
      28 = 1.21 + 7
Since 721, we get g.c.d(1547 , 560) = 7





       the g.c.d of (1547, 560)

	14
	
The result is     and   


	15
	Since 30 is the least common multiple of , we get                  230  1mod 77.

	16
	[image: ]












	17
	
(i) It is obvious from the definition of Legendre symbol.

(ii) The proof follows from  since the right side is congruent modulo p to .


	18
	From the given matrix we get D = 2.8 – 3.7 = -5 = 21 in Z/26Z.

Since g.c.d (21,26) = 1, the determinant D has an inverse, namely 21-1 = 5

Thus  

	19
	
Authentication is the process of verifying the identity of a user, device, or system to ensure that they are who they claim to be before granting access to resources or data. It's a crucial security measure that prevents unauthorized access to sensitive information and systems. Essentially, it acts as a digital gatekeeper, confirming the legitimacy of an entity before allowing interaction with a system


	SECTION – C : Qn. No. 20 To 25 : Answer any  FOUR : TEN MARKS Each

	20
	


	21
	The total number of bit operations required to do all of the necessary divisions is                    ) . ) =  . Our estimate for the conversion time does not depend upon the base to which we are converting. 

	22
	Let p be a prime.  Any integer a satisfies  and any integer a not divisible by p satisfies   
 Proof:




	23
	Let p and q be any odd primes. Then


Proof:  To prove:  




	24
	Let us consider 





Since det(C) = 18 and g.c.d (18,26) = 2.  We can proceed as follows. Let  denotes the reduction modulo 13 of the matrix A, and similarly for 

If we consider these matrices in M2(Z/13Z), we can take C-1, because g.c.d (det©,13)=1.  Thus, from 

we can compute 
Finally, 



Attempting to decipher with the first matrix yields “ GIVETHEMHP” which must be wrong.  Deciphering with the second matrix


  
Which leads to “GIVETHEMUP”.

	25
	Authentication is the process of verifying the identity of a user, device, or system to ensure that they are who they claim to be before granting access to resources or data. It's a crucial security measure that prevents unauthorized access to sensitive information and systems. Essentially, it acts as a digital gatekeeper, confirming the legitimacy of an entity before allowing interaction with a system. 
The development of public-key cryptography is the greatest and perhaps the only true revolution in the entire history of cryptography. It is asymmetric, involving the use of two separate keys, in contrast to symmetric encryption, which uses only one key. Public key schemes are neither more nor less secure than private key (security depends on the key size for both). Public-key cryptography complements rather than replaces symmetric cryptography. Both also have issues with key distribution, requiring the use of some suitable protocol. The concept of public-key cryptography evolved from an attempt to attack two of the most difficult problems associated with symmetric encryption: 1.) key distribution – how to have secure communications in general without having to trust a KDC with your key 2.) digital signatures – how to verify a message comes intact from the claimed sender Public-key/two-key/asymmetric cryptography involves the use of two keys:  a public-key, which may be known by anybody, and can be used to encrypt messages, and verify signatures  a private-key, known only to the recipient, used to decrypt messages, and sign (create) signatures.  is asymmetric because those who encrypt messages or verify signatures cannot decrypt messages or create signatures Public-Key algorithms rely on one key for encryption and a different but related key for decryption. These algorithms have the following important characteristics: (a) it is computationally infeasible to find decryption key knowing only algorithm & encryption key (b) it is computationally easy to en/decrypt messages when the relevant (en/decrypt) key is known 1 Information Security Unit-3 Public Key Cryptography Digital Signatures, Kerberos, X.509 (c) either of the two related keys can be used for encryption, with the other used for decryption. 
                                                                   *****
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22 1 Some Topics in Elementary Number Theory

g.c.d.(jz, n) = 1. The number of possible ji's is @{m), and the number of
possible j7s is p(n). So the nmumber of pairs is ¢(m)e(n). This proves the
corollary.

Since every n can be written as a product of prime powers, each of
which has no common factors with the others, and since we know the for-
mula @(p®) = p*(1 — %), we can use the corollary to conclude that for

n=pi'ps* - pln:
oy =i (1= Do (3= 1) (- ) =eT1(1- 1)

As a consequence of the formula for (n), we have the following fact,
which we shall refer to later when discussing the RSA system of public key
cryptography.

Proposition L3.4. Suppose that n is known to be the product of two
distinct primes. Then knowledge of the two primes p, ¢ is equivalent to
knowledge of p(n). More precisely, one can compute w(n) from p, q in
O(logn) bit operations, and one can compute p and ¢ from n and p{n) in
O(log®n) bit operations.

Proof. The proposition is trivial if n is even, because in that case we
immediately know p = 2, ¢ = n/2, and p(n) = n/2 — 1; so we suppose
that n is odd. By the multiplicativity of @, for n = pg we have ¢(n) =
(p—1)(g—1) = r+1—(p+q)- Thus, ¢(n) can be found from p and ¢ using
one addition and one subtraction, Conversely, suppose that we know n and
@{n), but not p or g. We regard p, ¢ as unknowns. ‘We know their product
7 and also their sum, since p+ ¢ = n+ 1 — @(n). Call the latter expression
2b (notice that it is even). But two numbers whose sum is 2b and whose
product is n must be the roots of the quadratic equation 2?2 —2bz+n=0.
Thus, p and g equal b £ +/b7 —n. The most time-consuming step is the
evaluation of the square root, and by Exercise 16 of § .1 this can be done
in O(log®n) bit operations. This completes the proof.

We next discuss a generalization of Fermat’s Little Theorem, due to
Euler.

Proposition 1.3.5. If g.c.d.(a, m) =1, then a#(™) =1 mod m.

Proof. We first prove the proposition in the case when m is a prime
power: m = p% We use induction on o. The case o = 11s precisely Fermat’s
Little Theorem {Proposition 1.3.2). Suppose that « > 2, and the formula
holds for the (a — 1)-st power of p. Then a?" 7 P77 = 14 p*~ b for some
integer b, by the induction assumption. Raising both sides of this equation
to the p-th power and using the fact that the binomial coefficients in (1+z)?
are each divisible by p (except in the 1 and 2P at the ends), we see that

o _pa-l

aP*~P"7" is equal to 1 plus a sum with each term divisible by p* That is,
a#("} _ 1 is divisible by p®, as desired. This proves the proposition for

prime powers.

3 Congruences 23

Finally, by the multiplicativity of ¢, it is clear that a#™ =1 mod p*
(simply raise both sides of a®®™) = 1 mod p* to the appropriate power).
Since this is true for each p*||m, and since the different prime powers have
no common factors with one another, it follows by Property 5 of congruences
that 6?0 = 1 mod m.

Corollary. If g.c.d.(a, m} =1 and if n/ is the least nonnegative residue
of n modulo p(m), then o™ = o™ mod m.

This corollary is proved in the same way as the corollary of Proposition
1.3.2.

Remark. As the proof of Proposition 1.3.5 makes clear, there’s a smaller
power of a which is guaranteed to give 1 mod m: the least common multiple
of the powers that give 1 mod p* for each p?*|[m. For example, a'? =
1 mod 105 for a prime to 105, because 12 is a multiple of 3—1,5 — 1 and
7 — 1. Note that ¢(105) = 48. Here is another example:

Example 3. Compute 2:°0°0%0 moq 77.

Solution. Because 30 is the least common multiple of ©(7) = 6 and
©(11) = 10, by the above remark we have 2%° = 1 mod 77. Since 1000000 =
30-33333+ 10, it follows that 21099000 = 210 = 23 mod 77. A second method
of solution would be first to compute 290090 mod 7 (since 1000000 =
6 - 166666 + 4, this is 2¢ = 2) and also 21990000 154 11 (since 1000000 is
divisible by 11 -1, this is 1), and then use the Chinese Remainder Theorem
to find an z between 0 and 76 which is = 2 mod 7 and = 1 mod 11.

Modular exponentiation by the repeated squaring method. A ba-
sic computation one often encounters in modular arithmetic is finding
b mod m {Le., finding the least nonnegative residue) when both m and
n are very large. There is a clever way of doing this that is much quicker
than repeated multiplication of b by itself. In what follows we shall assume
that b < m, and that whenever we perform a multiplication we then im-
mediately reduce mod m (i.e., replace the product by its least nonnegative
residue). In that way we never encounter any integers greater than m? We
now describe the algorithm.

Use a to denote the partial product. When we're done, we’ll have a
equal to the least nonnegative residue of 4" mod m. We start out with
a = L. Let ng, ny,...,n,_; denote the binary digits of n, i.e, n = ng +
2y + 4ng + -+ + 2% Ing_y. Bach n; is 0 or 1. If np = 1, change a to b
(otherwise keep a = 1). Then square b, and set b; = b mod m (ie., by is
the least nonnegative residue of b mod m). If ny = 1, multiply a by b;
(and reduce mod m); otherwise keep a unchanged. Next square by, and set
by = b mod m. If nz = 1, multiply a by by; otherwise keep o unchanged.
Continue in this way. You see that in the j-th step you have computed
b; = b mod m. If n; = 1, i, if 2/ occurs in the binary expansion of n,
then you include b; in the product for a (if 27 is absent from n, then you do
not). It is easy to see that after the (k — 1)—st step you'll have the desired
a =b" mod m.
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