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ANSWER KEY 

SECTION - A 
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4. 𝑥 =  6 +  7𝑛, 𝑛 is any integer. 

5. 24 . 32 . 7 . 13. 31. 601 
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9. An enciphering transformation is a function that takes any plaintext message unit and gives us a 

ciphertext message unit. In other words, it is a map f from the set P of all possible plaintext message 

units to the set C of all possible ciphertext message units. 

10. We suppose that our plaintext and ciphertext message units are two-letter blocks called digraphs. 

This means that the plaintext is split up into two-letter segments. 

11. To assure message origin and integrity i.e., that the message comes from the claimed sender and 

has not been altered; to detect forgeries. 

12. A hash function is an easily computable map f : x  h from a very long input x to a much shorter 

output h that has the following property: it is not computationally feasible to find two different inputs 

x and x' such that f(x) = f(x’). 

SECTION B 
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19. Most of the number theory based cryptosystems for message transmission are deterministic, in the 

sense that a given plaintext will always be encrypted into the same ciphertext any time it is sent. 

However, deterministic encryption has two disadvantages:  

(1) if an Eavesdropper knows that the plaintext message belongs to a small set (for example, the 

message is either “yes” or “no”), then she can simply encrypt all possibilities in order to determine 

which is the supposedly secret message; and  

(2) it seems to be very difficult to prove anything about the security of a system if the encryption 

is deterministic.  

For these reasons, probabilistic encryption was introduced. 

SECTION C 
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25.  

RSA Cryptosystem 

The RSA cryptosystem is a widely used public-key encryption technique based on the difficulty of 
factoring large prime numbers. It was developed in 1977 by Rivest, Shamir, and Adleman. 

Key Generation Steps: 

1. Choose two large prime numbers p and q. 
2. Compute n=p×q, which is used as the modulus. 
3. Calculate ϕ(n)=(p−1)(q−1). 
4. Select a public key e, where 1<e<ϕ(n) and gcd(e,ϕ(n))=1. 
5. Compute the private key d, the modular inverse of e such that e×d≡1 (mod ϕ(n)). 

Encryption: 
For a plaintext message M, the ciphertext is 

𝐶 = 𝑀𝑒𝑚𝑜𝑑  𝑛 

Decryption: 
To recover the message: 

𝑀 = 𝐶𝑑𝑚𝑜𝑑  𝑛 

Features: 

 Security relies on the mathematical difficulty of factoring large numbers. 
 Provides both encryption and digital signatures. 
 Used in secure communication, banking, and internet protocols (e.g., SSL/TLS). 

Limitation: 
It is computationally slower compared to symmetric algorithms, hence often combined with them 
(e.g., in hybrid cryptosystems). 

 

 


