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SECTION A – (10 X 1= 10)
ANSWER ANY TEN QUESTIONS
1. Define Cryptography. Mention any two of its goals.                                     
2. Recall Symmetric and Asymmetric key cryptography.                     
3. What is a hash function? Mention any two of its properties.
4. State any two differences between RSA and Diffie-Hellman key exchange.
5. What is the purpose of Kerberos in network security?
6. List any two services provided by X.509 authentication.
7. List the main function of a firewall in system security.
8. List two differences between Secure Socket Layer (SSL) and Secure Electronic Transaction (SET).
9. What is DNA cryptography? 
10. Define steganography. 
11. Mention one difference between PGP and S/MIME in email security.
12. Mention any two goals of a security audit in a network environment.

SECTION  B – (5 X 5 = 25)
ANSWER ANY FIVE QUESTIONS
13. Illustrate the classification of security attacks with suitable examples.
14. Examine how the Diffie-Hellman key exchange protocol enables two parties to share a secret key over an insecure channel.
15. Examine the working principle of Kerberos authentication protocol.                                         
16. Analyze the steps involved in the Secure Socket Layer (SSL) handshake protocol.                    
17. Explain the process of performing a network forensic investigation after a suspected data breach.           
18. Compare the encryption techniques used in PGP and S/MIME.
19. Explain the working principles of block and stream ciphers with examples.
SECTION  C – (4 X 10 = 40)
ANSWER ANY FOUR QUESTION                          
20. Prioritize any four symmetric key algorithms  in terms of block size, key size, number of rounds, and security level. Provide a critical analysis of their strengths and limitations.
21. Explain the RSA algorithm in detail. Include key generation, encryption, and decryption steps. Also analyze the security of RSA and its dependence on number theory.                                   
22. Determine the structure and working of X.509 certificates. How do they support secure authentication in network environments?                       
23. Explain the types of intruders and viruses in system security. How can organizations prevent and detect these threats? Include both technical and policy-based measures.                         
24. Compare RSA, DSA, and ECC cryptographic algorithms in terms of key size, security, performance, and application suitability. 
25. Discuss the architecture and components of IP Security (IPSec). Explain how AH and ESP protocols contribute to secure communication.

