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SECTION – A (10 × 1 = 10 Marks)
Answer any 10 out of 12 questions.

1. What is symmetric key encryption?
2. List the types of security attack.
3. What is DES used for?
4. Define RSA algorithm.
5. What is key management?
6. What is a hash function?
7. Mention one function of Kerberos.
8. What is IP Security?
9. Define firewall in network security.
10. What is the purpose of password security?
11. What is watermarking?
12. What is DNA cryptography?
SECTION – B (5 × 5 = 25 Marks)
Answer any 5 out of 7 questions.

13. Compare stream cipher and block cipher with examples.
14. Explain the working of Triple DES.
15. Describe Diffie-Hellman Key Exchange with example.
16. What are the features of X.509 authentication?
17. Explain the functions of Secure Socket Layer (SSL).
18. Describe any one application of Quantum Cryptography.
19. Discuss about the Intruders and Viruses.

SECTION – C (4 × 10 = 40 Marks)
Answer any 4 out of 6 questions.

20. Explain the AES encryption process step-by-step with diagram.
21. Describe the Hash functions and MAC algorithm in detail.
22. Write detailed notes on S/MIME and its use in email security.
23. Describe how Secure Electronic Transaction (SET) ensures web security.
24. Write a simple Java program to demonstrate RSA encryption.
25. Describe the RSA algorithm with example and its advantages
