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	Question
No.
	Question
	Mark
	K Level
K1 – K6
	CO
CO1 – CO5

	SECTION – A (10 × 1 = 10 Marks)
Answer any TEN Questions

	1
	Divide (HAPPY)26 by (SAD)26.
	1
	K1
	CO1

	2
	State the Euclidean algorithm.
	1
	K1
	CO1

	3
	Define: Euler phi – function.
	1
	K1
	CO1

	4
	Describe all the solutions of .
	1
	K2
	CO2

	5
	Factor .
	1
	K2
	CO2

	6
	Define: generator of a finite field.
	1
	K2
	CO3

	7
	Define: the Legendre’s symbol.
	1
	K1
	CO3

	8
	Define: the Jacobi symbol.
	1
	K1
	CO3

	9
	Define: enciphering transformation.
	1
	K1
	CO4

	10
	Define: digraphs.
	1
	K2
	CO4

	11
	What is the purpose of authentication? 
	1
	K1
	CO5

	12
	Define: hash function.
	1
	K1
	CO5

	SECTION – B (5 × 5 = 25 Marks)
Answer any FIVE Questions

	13
	Find an upper bound for the number of bit operations it takes to compute the binomial coefficient .
	5
	K3
	CO1

	14
	Find g.c.d (1547, 560) and express it as a linear combination of 1547 and 560.
	5
	K4
	CO1

	15
	If , prove that .
	5
	K4
	CO2

	16
	Prove that the order of any  divides 
	5
	K3
	CO3

	17
	Solve the following system of simultaneous congruences:


	5
	K4
	CO4

	18
	Working in a 26 – letter alphabet, encipher the plaintext “NOANSWER” using the matrix .
	5
	K3
	CO4

	19
	Explain probabilistic encryption in public key cryptography.
	5
	K4
	CO5

	SECTION – C (4 × 10 = 40 Marks)
Answer any FOUR Questions

	20
	Find an upper bound for the number of bit operations required to multiply a polynomial  of degree  and a polynomial  of degree  whose coefficients are positive integers . Suppose that .
	10
	K5
	CO1

	21
	Estimate the time required to convert a k – bit integer to its representation in the base 10.
	10
	K5
	CO1

	22
	State and prove Fermat’s little theorem.
	10
	K5
	CO2

	23
	Prove that 

	10
	K6
	CO3

	24
	An adversary is using a cryptosystem with a 27 - letter alphabet, in which the letters A – Z have numerical equivalents 0 – 25, and blank = 26. Each digraph then corresponds to an integer between 0 and  according to the rule that, if the two letters in the digraph have numerical equivalents  and, then the digraph has numerical equivalent  . Suppose that a study of a large sample of cipher text reveals that the most frequently occurring digraphs are (in order) “ZA”, “IA” and “IW”. Suppose that the most common digraphs in the English language (for text written in our 27-letter alphabet) are “E ” (i.e. “E blank”), “S” , “T”. The cryptosystem uses an affine enciphering transformation modulo 729. Find the deciphering key, and read the message “NDXBHO”. Also find the enciphering key.
	10
	K6
	CO4

	25
	Explain RSA cryptosystem.
	10
	K5
	CO5



